Department of Defense
DIRECTIVE

June 26, 1989
NUVBER 5160. 54

US( P)
SUBJECT : DoD Key Asset Protection Program (KAPP)

References: (a) DoD Directive 5160. 54, subject as above, Decenber 5, 1986

(hereby cancel ed)

(b) DoD 5025. 1-M “Directives System Procedures, " April 1981,
authorized by DoD Directive 5025.1, Decenber 23, 1988

(c) “Internal Security Act of 1950, " Section 5(b), as amended
(Title 50, United States Code, Section 784(hb))

(d) DoD Directive 3025.12, “Enploynent of MIlitary Resources
in the Event of Gvil D sturbances,” August 19, 1971

(e) DoD Directive 5200.8, “Security of Mlitary Installations
and Resources,” July 29, 1980

(f) DoD Directive 5220.22, “DoD Industrial Security Program”
Decenber 8, 1980

A. REISSUANCE AND PURPOSE

This Directive reissues reference (a) to:

1. Continue the KAPP to require the identification of Key Assets for
o | and defense planning and to provide policy guidance for planning to protect
Key Assets.

2. Update DoD policy, responsibilities, and procedures for adm nistering
KAPP .

3. Designate the Commander in Chief, Forces Command (CINCFOR), as the DoD
Executive Agent for KAPP.

4. Authorize the publishing of the DoD Key Assets List (KAL) as part of KAPP.

5, Continue the authorization to publish DoD 5160.54-R, consistent with
reference (b).

6. Delegate authority for carrying out reference (c).

B. APPLICABILITY AND SCOPE

This Directive:

1. Applies to the Ofice of the Secretary of Defense (0SD); the Mlitary
Departnents; the Chairman, Joint Chiefs of Staff (CJCS); the Unified and
Speci fied Commands; the Defense Agencies; and the DoD Field Activities (here-
after referred to collectively as “DoD Conponents”).

2. Shall govern KAPP activities by all DoD Conponents in the 50 States, the
District of Colunbia, Puerto Rico, and U S. territories and possessions.



c. DEFINTIONS

The terns used in this Directive are defined in enclosure 1.

D. POLICY

It is DoD policy to:

1. Inplement the U S. Government policy that the United States shall have
an energency nobilization preparedness capability to ensure that Governnment at
all levels, in partnership with the private sector and the American people, can
respond decisively and effectively to any major national enmergency wth defense
of the United States as the first priority.

2. Develop and pronote the security of Key Assets within the United States
and in U S territories and possessions by providing to the owners or nanagers
of such assets appropriate advice, guidance, and planning assistance on the
application of physical security and energency preparedness neasures. Such
assi stance is designed to encourage owners and civil |aw enforcenment agencies
to protect Key Assets from sabotage, espionage, and other hostile or destructive
acts, and to mnimze the effect of attack danmage.

3. Recognize that, in peacetine, responsibility for protecting Key Assets,
and for structuring their physical security, rests primarily with their civil
sector owners and with local, State, and Federal |aw enforcenent authorities.
However, the Departnent of Defense nust participate wwth the civil sector and
such law enforcenment authorities in planning for the protection of Key Assets
during a national security emergency, and nust be prepared, in concert with the
appropriate authorities and within defense priorities, to assist in their
protection. (See DoD Directive 3025.12, reference (d) . )

4. Recognize the inherent responsibility of owners to protect their
property. The Departnent of Defense shall not replace the primry responsi-
bility of others for the physical security of any privately owned assets;
federally owned assets under the control of any other Federal Departnent,
Agency, or contractor ; or assets owned by any State or political subdivision of
any State.

5. Plan for the protection of mlitary facilities in accordance with
DoD Directive 5200.8 (reference (e)). Mlitary facilities shall not be
consi dered "Key Assets’' for KAL purposes (except any Government-owned-
contractor-operated (GOCO) facilities whose security is the sole responsi-
bility of the contractor). Infrastructure assets that are required for
continued operation of a mlitary facility may be nom nated as Key Assets.

6. Ensure that actions to protect Key Assets are included in mlitary
contingency plans for Land Defense of the United States and MIlitary Support
to Civil Defense (MSCD). Such plans nust be sufficiently flexible and well-
coordinated to be inplenmented by mlitary commanders, when directed, to pro-
tect single Key Assets, to protect clusters of Key Assets in proximty to each
ot her (whether in one or nore States or mlitary areas of responsibility), or
to protect all Key Assets in any specified area of operations consistent wth
forces avail abl e.
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7. Recogni ze that specific preparedness neasures to protect Key Assets
can be taken by the follow ng:

a. CGovernors and their National CGuard forces for counterterrorism
or other |aw enforcenent mssions before a national security energency.

b. The Secretary of the Arny under peacetine civil disturbance
authorities.

8. Facilitate the enmploynent of [ilitary resources to ensure the pro-
tection of Key Assets, including the inplenentation of one or nore plans to
protect specific Key Assets, when directed through any of the follow ng
charnel s:

a. By the President or the Secretary of Defense during any period
of actual or anticipated eneny attack on the United States, through one or nore
orders delegating inplenmentation authority to mlitary conmanders through the
CICS .

b. By the President, in the event of a threat froma peacetinme civil
di sturbance, under one or nore orders delegating inplenentation authority to
the Secretary of the Arny through the Secretary of Defense under the authority
of DoD Directive 3025.12 (reference (d)).

c. By a State Governor, under State law, to enploy the State Area
Command (STARC) or other National Guard forces to protect Key Assets agai nst
terrorist or other crimnal threats before federalization of the National
GQuar d

E.  RESPONSIBI LI TI ES

1. The Under Secretary of Defense for Policy (USD(P)) shall:

a. Provide policy direction, guidance, and advice through the CICS
to the DoD Executive Agent for the inplenentation and devel opnent of KAPP as
an element of national security energency preparedness.

b. Represent the Secretary of Defense with other Federal Departnents
and Agencies and with industry in the devel opnent, review, and approval of
standards for physical security of all Key Assets.

¢c. Coordinate such agreenments with other Federal Departnents and
Agencies as may be appropriate for this program

d. Develop and | ead a process for biennial review of the KAL with
the Under Secretary of Defense (Acquisition) (USD(A)), the CICS, and the DoD
Executive Agent. That review shall include an analysis of the content of the
KAL, the nom nations by DoD Conponents to the KAL, and the status of planning
to protect Key Assets to ensure conpliance with this Directive and to
facilitate devel opnent of KAPP as an el ement of DoD energency nobilization
pr epar edness.

e. Miintain and revise this Directive.



2. The Under Secretary of Defense (Acquisition) (USD(A)) shall:

a. Support and facilitate collection by the DoD Executive Agent of
nom nations by the DoD Conponents of industrial assets and infrastructure
assets, including tel econmunications assets, for inclusion in the KAL. These
actions follow devel opnent of the biennial review process for the KAL |ed by
t he USD(P).

b. Review the KAL biennially with the USD(P), the €CJCS, and the DoD
Executive Agent.

c. Nomnate Key Assets, as appropriate.

3. The Chairman, Joint Chiefs of Staff (CJCS), shall:

a. Develop. test. assess, and refine a software model to suPPort and
assi st the DoD Executive Agent in-the continuing review of the KAL as an
el ement of DoD emergency Uobilization preparedness.

b. Review the KAL biennially with the USD(P), the USD(A), and the DoD
Executive Agent.

c. Provide the DoD Executive Agent with information fromthe Commander
in Chief’s Critical Itenms Lists (CINC's CILs), as appropriate, for the per-
formance of responsibilities under this Directive.

d. Provide planning guidance to the DoD Conmponents and the DoD Pl anni ng
Agents (as defined in paragraph E.5.a., below) and other responsible comanders
on plans, priorities, and resources for the protection of Key Assets.

e. Upon receipt of the KAL fromthe DoD Executive Agent, forward it
to the USD(P) for biennial review with reconmendations as to the deletion,
addition, or nodification of the |listed Key Assets.

4. As DoD Executive Agent for KAPP, the Commander in Chief, Forces Conmand
(CINCFOR), shall:

a. Administer, publish, and distribute the KAL.

b. Develop, publish, and adm nister DoD 5160.54-R, consistent wth
DoD 5025. 1-M (reference (b)).

c. Exercise classification authority for KAPP, and publish
classification guidance.

d.  Cbtain nomnations to the KAL fromthe DoD Conponents.

e. Be prepared to recommend to the CICS action to be taken in the
Continental United States (CONUS) based upon the threat analysis provided by
t he Defense Intelligence Agency (DIA).

f. Coordinate with the Federal Emergency Managenent Agency (FEMA),
and with other Departnments and Agencies, as required, to solicit nom nations
of infrastructure assets (except teleconmunications).
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g. Coordinate with the Manager, National Conmunications System (NCS),
to solicit nom nations of tel ecommunication assets.

h. Submt the KAL to the €JCS, and coordinate with the €JCS for con-
tinuous review of the content of the KAL,

Coordinate with the DoD Planning Agents and furnish information to
t hem

. Coordinate with the Director, Defense Investigative Service (DIS),
to facilitate training and information of DI'S Industrial Security Representa-
tives on threats to Key Assets and other planning matters, and provi de guidance
to the Director, DS, for the conduct of Key Asset vulnerability surveys.

K. Coordinate with the Director of the Defense Security Institute
(DoDSI) to facilitate KAPP training and orientation.

1. Provide appropriate guidance to the DoD Components and the DoD
Pl anni ng Agents for their conpliance with this Directive.

0. Designate those industrial and infrastructure Key Assets that
require on-site surveys by the DIS, and informthe DIS of such survey
requirements.

n. Provide guidance to the DoD Planning Agents, as appropriate, to
facilitate the assessnent by mlitary planners of the external vulnerabilities
of all Key Assets.

5. The DoD Pl anni ng Agents

a. The follow ng are designated DoD Pl anning Agents for KAPP for the
geogr aphi ¢ areas indicated:

(1) Conmmander in Chief, Forces Conmand (CINCFOR) (48 contiguous
States and the District of Colunbia).

(2) Commander in Chief, US. Atlantic Command (USCINCLANT)
(Puerto Rico and U S. possessions in the Atlantic and Caribbean areas).

(3) Conmander in Chief, US. Pacific Conmmand (USCINCPAC) (Hawai i,
U S. possessions, and U.S. trust territories in the Pacific area).

(4) Commander, Al askan Air Command (COMAAC), who is Conmander,
Joint Task Force Al aska, when activated (Al aska).

b. The DoD Pl anning Agents for KAPP shall:

(1) Coordinate, guide, and support activities of the STARCS to
devel op protection plans for the security of Key Assets in coordination with
| ocal, State, and Federal |aw enforcenment authorities, in accordance wth
pl anni ng gui dance provi ded by the CICS

(2) Mnitor and support protection surveys and vulnerability
anal yses of Key Assets by the DIS in their geographic areas.



(3) Nomi nate Key Assets, as appropriate.

(4) Support the DoD Executive Agent and the CICS by facilitating and
coordi nating contingency planning by all DoD Conponents w thin assigned geographic
areas in accordance with the requirenents of this D rective.

(5) Devel op procedures and planning guidance to ensure the effective
assessnment of external vulnerabilities of Key Assets, as appropriate.

6. The Secretaries of the MIlitary Departnents, the Commanders in Chief of
the Unified and Specified Conmands, and the Directors of Defense Agencies shall:

a. Nom nate assets in the United States or U S. possessions or terri-
tories for inclusion on KAL, designate their category of inportance, and place
themin precedence order in accordance with enclosures 1 and 2 and the instruc-
tions of-the DoD Executive Agent.

b. Respond to requests for essential information fromthe DoD Executive
Agent or the DoD Planning Agents.

c. Provide guidance to the Mlitary Services and subordi nate el ements
to facilitate their planning with the DoD Pl anning Agents and wi th appropriate
| aw enf orcenent agencies to protect Key Assets.

d.  Review biennially all of their respective nomnations for the KAL
and recommend changes to the KAL in accordance with the instructions of the DoD
Executive Agent.

e. Provide the CIJCS (ATTN: J4(LPD,MPP)) with a current copy of the
Critical Itens List, or simlar list, sponsored and maintained by each Mlitary
Service and DoD Agency.

f. Conmply with the requirenents of the DoD Executive Agent in accordance
with this Drective.

7. The Secretary of the Arny, in conjunction with the DoD Executive Agent,
shal | :

a. Ensure that Regulations, plans, and procedures governing mlitary
support to law enforcenment in civil disturbances, as pronul gated under DoD
Directive 3025.12 (reference (d)), facilitate response by DoD Conponents to
protect Key Assets under any conditions or circunstances covered by that
Directive.

b. Devel op essential guidance for participation by the STARCS in
t he KAPP.

8. The Secretary of the Navy shall:

a. Solicit information identical to that required for DoD Conponents
fromthe Commandant, U.S. Coast Quard (USCG), and submit that information to
the DoD Executive Agent.
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b. Facilitate participation by the USCG in planning for the protection
of Key Assets.

9. The Secretary of the Air Force shall:

a. Solicit information identical to that required for the DoD Conponents
fromthe Federal Aviation Adm nistration (FAA) and shall submt that information
to the DoD Executive Agent.

b. Facilitate participation by the FAAin planning for the protection
of Key Assets.

10. The Director, Defense Investigative Service (DIS), shall:

a. Wth the perm ssion of owners of Key Assets, conduct on-site surveys,
to include a vulnerability analysis, for each Key Asset that is designated by
the DoD Executive Agent as requiring on-site inspection. Such surveys shall:

(1) Assess vulnerability to sabotage, espionage, and other hostile
or destructive acts.

(2) Determ ne adequacy and effectiveness of physical security and
emer gency preparedness neasures, and provide recomendations.

b. Coordinate with the DoD Planning Agents for each geographic area,
as required, and permt one representative fromthe cognizant STARC, and, if
required, one representative fromthe U S. Arny Corps of Engineers (USACE),
to acconmpany the Industrial Security Representative during each KAPP survey.

c. Provide KAPP surveys to the DoD Executive Agent for inclusion in the
KAL data base.

d. Miintain liaison with the DoD Executive Agent and the DoD Pl anni ng
Agents, and consult with industry, as required.

e. Develop KAPP survey procedures in coordination with the DoD Execu-
tive Agent, and support courses of instruction to orient and train both Govern-
ment and industry personnel on KAPP surveys.

f.  Use resources allocated to manage and adm nister DI S responsibili -
ties for the DoD Industrial Security Programunder DoD Directive 5220. 22
(reference (f))

11.  The Director, Defense Intelligence Agency (DIA), in coordination with
CINCFOR and the Federal Bureau of Investigation (FBlI), shall:

a. Devel op procedures for continuous analysis of the hostile intel-
| i gence, special operations, and terrorist threats to Key Assets.

b. Advise the DoD Executive Agent, the CJCS, and the DoD Pl anni ng
Agents of hostile threats to Key Assets in their areas of responsibility as
soon as such threats becone known.



12.  The Director, Defense Mappi ng Agency (DMA), shall:

. Solicit information identical to that required for DoD Conponents
from the’Nati onal Cceanic and Atnospheric Adm nistration (NOAA) and the U. S
Ceol ogi cal Survey, and submt that information to the DoD Executive Agent.

b. Support the DoD Executive Agent’s requirenments for nmaps needed
f or KAPP.

13. The Director of the Defense Security Institute (DoDSI) shall establish,
devel op, and conduct instruction courses for orienting and training both
Government and industry personnel on KAPP.

F. | NFORVATI ON REQUI REMVENTS

The KAL is assigned Report Control Synbol DD-POL(BI)1747.

G  EFFECTI VE DATE AND | MPLENMENTATI ON

This Directive is effective immediately. Forward one copy of inplenenting
docunents to the Under Secretary of Defense (Policy) and one copy to the DoD
Executive Agent within 120 days. Inquiries and inplenenting documents of the
DoD Conponents shall be addressed to the DoD Executive Agent, ATTN. FC-J5,
Ft. MPherson, GA, 30301-6000.

O e

Donal d J. Atwood
Deputy Secretary of Defense

Encl osures - 2
1. Definitions
2. Selection Criteria
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DEFI NI TI ONS

1. DoD Executive Agent. The individual designated by position to have and to
exercise the assigned responsibility and del egated authority of the Secretary
of Defense, as specified in this Directive.

2. DoD Planning Agent. An individual designated by position to facilitate and
to coordinate contingency planning by all DoD Conponents within an assigned geo-
graphic area in accordance with this D rective.

3. Industrial Asset. Any factory, plant, building, or structure used for
manuf act uri ng, production, processing, repairing, assenbling, storing, or
distributing a product or conponents deened essential to a DoD Conponent.

4, Infrastructure Asset. Any conmunication or conputer facility or system

any energy source or distribution system any air, rail, road, or water trans-
portation asset; and any other facility that is required to support an industrial
asset listed in KAL or a mlitary facility, or to otherw se support DoD

[l obilization, deploynent, or sustainment efforts.

5. Key Asset. Any industrial asset and any infrastructure asset that is
nom nated for inclusion on the KAL in accordance with the criteria specified
in enclosure 2. Key Assets are owned in all cases by civil agencies or the
private sector, and do not include any mlitary facility. (See definition 7.,
bel ow. )

6. Key Assets List. The published [isting of Key Assets, including appro-
priate information for each Key Asset, as determned by the DoD Executive
Agent .

7. Mlitary Facility. A facility subject to the custody, jurisdiction, or

adm ni stration of any DoD Conponent. This termincludes, but is not limted
to, mlitary reservations, installations, bases, posts, canps, stations,
arsenals, or |aboratories where a DoD Conponent has operational responsibility
and has responsibility for facility security and defense. Exanples are facili-
ties where orders or regulations for protection and security have been issued
by the mlitary conmander or other specified DoD official under 50 U.S.C.
784(b) (reference (c)), as stated in DoD Directive 5200.8 (reference (e)).

Both industrial assets and infrastructure assets, which are not owned by the
Departnent of Defense, mght exist within the boundaries of a mlitary facility.
GOCO i ndustrial plants may be Key Assets if their physical security is the sole
responsibility of the contractor.

8. Precedence. A sequential nunber designation assigned biennially by a DoD
Component to a Key Asset to indicate the relative priority order of that Key
Asset to the nom nating Agency within each category of i nportance, as defined
in enclosure 2.

9. State Area Conmand (STARC). An Arny National CGuard headquarters organi -
zation, which is sized, developed, reaned, and equi pped by each State, subject
to the approval of the Departnment of the Army, with the capability of executing
mobi | i zation and nobilization preparedness mssions and functions that are
specified by Arny and National Guard Regul ati ons.

1-1
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SELECTI ON CRI TERI A

A.  KEY ASSETS. Any asset nom nated for inclusion in the KAL nust be either:

1.  An industrial asset that Produces itens on the Commander in Chief’s
Critical Itens List or on a similar |ist of critical itens prepared by a DoD
Conponent, and whose | oss would halt or unacceptably delay DoD nobilizati on,
depl oyment, or sustainment efforts; or

2. An infrastructure asset whose |oss would halt or unacceptably del ay
DoD nobilization and depl oyment efforts.

B. CATEGORIES OF | MPORTANCE. Key Assets shall be assigned to one of the
foll ow ng categories:

1. Category One. An industrial or infrastructure asset, for which there
is no replacenent, substitute, or alternative. Partial or conplete |oss would
have an inmmedi ate and serious inmpact on U.S. defense.

2.  Categorv Two. An industrial or infrastructure asset. for which alter-
native assets are available, but all assets are required for contributing to
U S. energency needs.

2-1



